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Agenda; Forewarned is Forearmed… or at the very least prepared and 

informed!
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Technology

• Welcome and Introduction 

• CyberCrowd Ltd. 

• Security in the Cloud 

• Future state of security, Forewarned is Forearmed… 

• Close.



Welcome and Introduction 

SERVICES

Process

Technology

• CyberCrowd go to partner for security services 

• Why are people moving to the Cloud?

• The importance of security 

• What does this mean to you? 

• Visibility of what’s important?

• What are the challenges we are seeing in the market place?

• How do we over come them?



People

Technology

Process

Security Transformation Journey

Initiation

• No controls
• Security issues

• No formal security 
programme in place

• Minimal security activities 
carried out

• No accountability or 
ownership

Advancing

• Some controls
• Limited documentation

• Basic governance and risk 
management

• Security leadership team 
identified, with informal 
comms or reactive meetings

Defined

• Some controls documented
• Individual champion/efforts

• Company wide processes 
and policies in place, limited 
verification

• Roles and responsibilities 
established. Team playing 
in positions

Managed

• Controls monitored
• Controls measured
• Little to no automation

• Formal cyber security 
meetings/steering groups

• Verification and 
measurement processes in 
place

• Budget for increased 
resources available for 
training and awareness

• Defined roles and 
responsibilities

Optimised

• Controls comprehensively 
implemented

• Automated Controls
• Continuous development
• Company wide awareness
• Security by design

• Processes comprehensively 
implemented and 
understood across the 
business. 

• Culture of Security by 
Design, supporting 
continuous improvement in 
security related skills, 
process and technology

• Driven and led from the 
board of directors.

• Situation Analysis
• Strategy Definition
• Planning & Roadmap
• Monitoring & Reporting
• Training

CISO

DPO

Ethical Hacker

• Situation Analysis
• Strategy Definition
• Validation of process
• Policy documents
• ISMS development
• Leadership team 

development
• Training

CISO

DPO

Ethical Hacker

• Policy reviews
• Information Management 

System
• Policy and Processes 

defined
• Dashboards
• Proactive reports
• Training

• Regular reports
• Defined controls
• InfoSec Steering meetings
• Continuous Improvement
• Board level awareness
• Training

• Automated reports
• Controls verified and 

measured
• Ongoing improvement
• Evidence of business 

understanding
• Security First culture
• Right measures/controls

in place

Sec urity  Capab i l i ty



InfoGAPS
Information Governance And Protection as a Service

SERVICES

P o w e r e d  b y

CyLA | CyberCrowd Live Assist

• Direct access to book time with Virtual Team
• Self book time against preferred dates
• Log events/questions such as SARs or general advice
• Industry alerts 
• Manage Subscriptions

People –Virtual Security 
Team as a Service

Live Assist (Support Desk)

Process

Technology

• Security Assessments
• Network Assessments
• Internal/external vulnerability assessments
• Manual and Automated PEN Testing 
• Identification of your PII/Data landscape
• Privacy Assessments (PAaaS)
• Subject Access Requests (SARaaS)

• Reporting against agreed controls
• Policies and procedures vault
• Privacy Assessments 
• Training and Awareness 
• GDPR/DPA 2018/ISO27001 etc
• DPIAs

CISO DPO Ethical Hacker



Future state of security  

SERVICS

Process

Technology

Business need; Continuous Risk Validation



Future state of security; introducing Automated PEN Testing  

SERVICS

Process

Technology

Business need; Continuous Risk Validation
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The Cyber 
Streetlight Effect 

Yes, We Scan
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Introducing
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Instant 
Reports



Our Job

KEEP OUR CLIENTS OUT OF THE 
HEADLINES

Forewarned is Forearmed… or at the very least, prepared and 
informed! 
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